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Yourpersonaldata-whatisit?

“Personaldata” is anyinformation aboutalivingindividualwhich allows themtobe identified
fromthatdata (forexample aname, photograph,video,emailaddress, oraddress). Identification
can bedirectly usingthe dataitself or by combiningit with otherinformation which helpstoidentifya
livingindividual (e.g. alistof staff may contain personnellD numbers ratherthan namesbutifyou
usealistaseparatelistoftheID numberswhichgive the corresponding namestoidentify the staffin
thefirstlistthenthe firstlistwill also be treated as personal data). The processing of personaldatais
governed by legislation relating to personal datawhich appliesinthe United Kingdomincluding the
General Data Protection Regulation (the “GDPR”) and otherlegislationrelatingto personaldataand
rightssuchastheHumanRights Act.

Who arewe?

This Privacy Noticeis provided toyou by Bishop Monkton Parish Councilwhichis the data controller
foryour data.

The councilworks together with:

° Otherdata controllers, such as local authorities, public authorities, centralgovernment and
agencies such as HMRC and DVLA

o Staff pension providers

o Former and prospective employers

o DBS services suppliers

o Payroll services providers

. Recruitment Agencies

. Creditreference agencies

We mayneedto share personaldata we hold withthem so thatthey can carry outtheir
responsibilitiesto the counciland our community. The organisations referred to above will
sometimesbe “jointdatacontrollers”. This meanswe are allresponsible to you forhowwe process
your datawhere forexample two or more data controllers areworking togetherfor a joint purpose. If
thereisnojointpurpose orcollaborationthenthe data controllers willbe independentand willbe
individuallyresponsibletoyou.

The councilwillcomplywith data protection law. This says thatthe personaldatawe hold
about you must be:

o Used lawfully, fairly and in atransparent way.

° Collected onlyforvalid purposes that we have clearly explained toyou and notusedin any
waythatisincompatible withthose purposes.

° Relevanttothe purposeswe havetoldyou aboutand limited onlytothose purposes.

° Accurateand keptuptodate.

° Keptonlyaslongas necessaryforthe purposeswe havetoldyou about.

° Kept and destroyed securely including ensuring that appropriate technical and security

measures are in place to protect your personal data to protect personal data from loss,
misuse, unauthorised access and disclosure.

Whatdatadowe process?
° Names, titles, and aliases, photographs.
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. Startdate/ leaving date

° Contactdetails such astelephone numbers, addresses, and email addresses.

o Wheretheyarerelevanttoourlegalobligations, orwhereyou providethemtous, we may
processinformation suchasgender, age, date of birth, marital status, nationality,
education/work history, academic/professionalqualifications, employment details,
hobbies, family composition, and dependants.

° Non-financialidentifiers suchaspassportnumbers, drivinglicence numbers, vehicle
registration numbers, taxpayer identification numbers, staff identification numbers, tax
reference codes, and nationalinsurance numbers.

° Financialidentifiers such asbankaccountnumbers, paymentcard numbers,
payment/transaction identifiers, policy numbers, and claim numbers.

° Financialinformation such asNationallnsurance number, payand payrecords, tax
code, taxandbenefits contributions, expensesclaimed.

o Otheroperational personal data created, obtained, or otherwise processed in the course

of carryingoutouractivities, including but not limited to, CCTVfootage, recordings of
telephone conversations, IP addressesand website visit histories, logs of visitors, and logs
ofaccidents, injuries andinsuranceclaims.

. Nextofkinand emergency contactinformation

. Recruitmentinformation (including copies of right toworkdocumentation, references and
otherinformationincludedinaCV orcover letter or as part of the application processand
referralsource (e.g. agency, staffreferral))

° Location of employment orworkplace.

° Otherstaffdata(notcovered above)including; level, performance management
information, languages and proficiency; licences/certificates,immigration status;
employment status; information for disciplinary and grievance proceedings; and
personalbiographies.

. CCTVfootageand otherinformation obtained throughelectronic means suchas
swipecardrecords.
o Information aboutyour use of ourinformation and communications systems.

We useyourpersonaldataforsome orallofthe following purposes(): -

Please note: We need allthe categories of personaldatainthe listabove primarily to allowus to
performour contractwithyou andtoenable usto complywith legal obligations.

° Making adecision aboutyourrecruitment orappointment.

. Determiningtheterms onwhichyouworkforus.

. Checkingyou are legally entitled toworkin the UK.

° Payingyou and, ifyou are an employee, deductingtaxand National Insurance
contributions.

° Providing any contractual benefits to you

° Liaisingwithyour pension provider.

. Administeringthe contractwe have entered into withyou.

. Management and planning, including accounting and auditing.

. Conducting performance reviews, managing performance and determining
performance requirements.

° Making decisions about salary reviews and compensation.

° Assessingqualificationsforaparticularjobortask, includingdecisions about
promotions.
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° Conductinggrievance or disciplinary proceedings.

. Making decisions about your continued employment or engagement.

. Making arrangements for the termination of ourworking relationship.

o Education, training and development requirements.

. Dealingwith legaldisputesinvolvingyou, including accidents atwork.

. Ascertainingyourfitnesstowork.

. Managing sickness absence.

o Complyingwithhealth and safety obligations.

o To prevent fraud.

o Tomonitoryouruse of ourinformation and communication systemsto ensure
compliance with our IT policies.

. To ensure network and information security, including preventing unauthorised access to

ourcomputer and electronic communications systems and preventing malicious
softwaredistribution.

o To conductdataanalytics studiesto review and betterunderstand employee retention and
attrition rates.

° Equal opportunities monitoring.

o Toundertake activity consistent with our statutory functions and powersincluding any
delegatedfunctions.

° Tomaintainourownaccountsandrecords;

° Toseekyourviews orcomments;

o Toprocessajobapplication;

o Toadminister councillors’ interests

° Toprovideareference.

Ourprocessing may alsoinclude the use of CCTV systems for monitoring purposes.

Someofthe above groundsforprocessingwilloverlap and there maybe severalgroundswhich
justify ouruse of your personaldata.

Wewillonlyuseyour personaldatawhenthelawallowsusto. Mostcommonly, wewilluse your
personaldatainthe following circumstances:

° Wherewe needto performthe contractwe have entered into with you.
. Where we need to comply with a legal obligation.

We may also useyourpersonaldatainthe following situations, which are likelytoberare:

° Wherewe needto protectyourinterests (orsomeone else’s interests).
° Whereitis neededinthe publicinterest[or for official purposes].

Howwe use sensitive personal data
° We may processsensitive personaldatarelatingto staff, councillors and role holders

including, as appropriate:

- information aboutyourphysicalor mentalhealth or conditionin orderto
monitor sickleave and take decisions onyour fitnessforwork;

- yourracialorethnicorigin orreligious or similarinformationinorderto monitor
compliancewith equalopportunitieslegislation;
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- inorder to comply with legal requirements and obligations to third parties.

. Thesetypesofdataaredescribedinthe GDPRas “Special categories ofdata” and
require higher levels of protection. We need to have furtherjustification for collecting,
storing and using thistype of personal data.

° We may process special categories of personal datain the following circumstances:
- Inlimited circumstances, with your explicit written consent.
- Where we needto carry out our legal obligations.

- Whereitis neededinthe public interest, such asforequalopportunities
monitoring orinrelationtoourpension scheme.

- Whereitisneededto assessyourworkingcapacity onhealthgrounds, subject to
appropriate confidentiality safeguards.

° Lesscommonly, we may processthistype of personaldatawhereitisneededin
relationto legal claims orwhere itis needed to protectyourinterests (orsomeone
else’sinterests) andyou are not capable of givingyour consent, or whereyou have
already madetheinformation public.

Dowe need yourconsentto process your sensitive personal data?

° Wedonotneedyourconsentif weuseyour sensitive personaldatainaccordancewith our
rights and obligationsinthe field of employment and social security law.

o Inlimited circumstances, we mayapproachyouforyourwritten consentto allowusto
process certain sensitive personaldata. If we do so, we will provide you with full details of the
personal datathatwewould like and the reasonwe needit, sothatyou can carefully
considerwhetheryouwishto consent.

° You should be aware thatitis notacondition of yourcontractwith usthatyou agreeto any
request for consent from us.

Information about criminal convictions

o We mayonlyuse personaldatarelatingtocriminal convictionswherethe law allows us to
doso. Thiswillusually bewhere such processingishecessaryto carry out our obligations
and provided we do soinline with our data protection policy.

° Lesscommonly, we mayusepersonaldatarelatingtocriminalconvictionswhereitis
necessaryinrelationtolegalclaims,whereitis necessaryto protectyourinterests (or
someone else’s interests) and you are not capable of givingyour consent, or where you have
already madetheinformation public.

° Where appropriate, we will collect personal data about criminal convictions as part of the
recruitment process or we may be notified of such personal data directly by you in the
course of you working for us.

Whatis the legal basis for processing your personal data?

Some of our processingis necessaryforcompliance with alegal obligation.
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We may also processdataifitis necessaryforthe performance of acontractwith you, orto take
stepstoenterintoacontract.

We will also process yourdatain orderto assistyouin fulfillingyourrole in the councilincluding
administrative supportorif processing is necessary forcompliance with a legal obligation.

Sharingyour personaldata

Your personal data will only be shared with third parties including other data controllers where it is
necessary for the performance of the data controllers’ tasks or where you first give us your prior
consent. Itislikelythatwewillneedto shareyourdatawith

° Ouragents, suppliers and contractors. Forexample, we may askacommercialprovider to
manage our HR/ payrollfunctions, orto maintain ourdatabase software;

o Other persons or organisations operating within local community.

° Otherdata controllers, such aslocal authorities, public authorities, centralgovernment and
agencies such as HMRC and DVLA

o Staff pension providers

o Former and prospective employers

° DBS services suppliers

° Payroll services providers

. Recruitment Agencies

. Creditreference agencies

. Professionaladvisors

° Trade unions oremployeerepresentatives

Howlongdowe keepyourpersonaldata?

Wewillkeep somerecords permanently ifwe are legally required to do so. We may keep some other
records for an extended period of time. For example, itis currently best practice to keep financial
recordsforaminimum period of8yearsto supportHMRC audits or provide tax information. We may
have legal obligationsto retain some datain connectionwith our statutory obligationsas apublic
authority. The councilis permittedtoretaindatain ordertodefendor pursueclaims.Insome cases
thelawimposesatimelimitforsuchclaims (forexample 3years forpersonalinjury claims or6years
forcontractclaims). We willretain some personaldatafor thispurposeaslongaswebelieveitis
necessarytobeabletodefendorpursueaclaim.In general, wewillendeavourto keep dataonlyfor
aslongaswe needit. Thismeansthatwewill deleteitwhenitisnolongerneeded.

Yourresponsibilities

It is important that the personal data we hold about you is accurate and current. Please keep us
informed if your personal data changes duringyour working relationship with us.

Yourrights in connection with personaldata
You have the following rights with respect to your personal data: -

When exercising any of the rights listed below, in orderto processyour request, we may needto verify
youridentityforyoursecurity. In such caseswewillneedyou to respond with proof of youridentity
beforeyoucanexercisetheserights.
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1. Therighttoaccess personaldatawe holdonyou

° Atanypointyoucancontactustorequestthe personaldatawehold onyouaswellas why
we havethatpersonaldata,whohasaccesstothe personaldataandwherewe obtained
the personal datafrom. Once we have received yourrequest we willrespond within one
month.

° Thereare nofees orchargesforthefirstrequestbutadditionalrequestsforthe same
personaldatamaybesubjecttoanadministrativefee.

2. Therightto correctandupdate the personal datawe hold onyou
o Ifthe datawe hold onyouis outof date,incomplete orincorrect, you caninformusand your
datawill be updated.

3. The right to have your personal data erased

o Ifyoufeelthatwe should nolongerbe usingyour personal data orthatwe are unlawfully using
yourpersonaldata,you canrequestthatweerasethepersonaldatawe hold.

° Whenwe receive your request we will confirmwhetherthe personaldata hasbeen

deleted orthereasonwhyitcannotbedeleted (forexample becauseweneeditforto
complywith alegal obligation).

4. The rightto objectto processing of your personal data orto restrictitto certain
purposesonly
° You havetherighttorequestthatwe stop processingyourpersonaldataoraskusto

restrict processing. Uponreceiving the requestwe will contactyou and letyou know if we
are abletocomply orif we have alegal obligationto continueto processyour data.

5, Therightto data portability

° You have the right to request that we transfer some of your datato another controller. We
willcomplywithyourrequest, whereitisfeasible to do so, within one month of receiving
your request.

C. The rightto withdrawyour consentto the processing atany time forany processing of
data towhich consentwas obtained
° You canwithdraw your consent easily by telephone, email, or by post (see Contact

Details below).

7. The right to lodge a complaint with the Information Commissioner’s Office.

. You can contactthe Information Commissioners Office on 0303 1231113 orviaemail
https://ico.org.uk/global/contact-us/email/ or at the Information Commissioner's Office,
Wycliffe House, Water Lane, Wilmslow, Cheshire SK9 5AF.

Transferof Data Abroad

Any personal datatransferred to countries orterritories outside the European Economic Area
(“EEA”) willonly be placed on systems complying with measures giving equivalent protection of
personalrights either through international agreements or contracts approved by the European
Union. Ourwebsite is also accessible from overseas so on occasion some personal data (for
exampleinanewsletter) maybe accessedfrom overseas.

Further processing

Ifwe wishto useyourpersonaldataforanew purpose, not covered by this Privacy Notice, then we will
provide youwith a new notice explaining this new use priorto commencingthe
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processingand settingoutthe relevantpurposes and processing conditions. Where and whenever
necessary, we will seekyour prior consentto the new processing, if we startto use your personaldata
forapurposenotmentionedinthisnotice.

Changes to this notice

We keep this Privacy Notice underregular review and we will place any updates on thisweb page
www.bishopmonktonparishcouncil.co.uk.ThisNoticewaslastupdatedinFebruary2018.

ContactDetails

Please contactusifyouhave any questions aboutthis Privacy Notice orthe personaldatawe hold
aboutyou orto exercise allrelevantrights, queries orcomplaints at:

The Data Controller, Bishop Monkton Parish Council Email:
bishopmonkton.pc@gmail.com

You cancontactthe Information Commissioners Office on0303 123 1113 orviaemail
https://ico.org.uk/global/contact-us/email/ or at the Information Commissioner's Office,
Wycliffe House, Water Lane, Wilmslow, Cheshire SK9 5AF.

Adopted by Bishop Monkton Parish Council on: 23rd October 2024
Next Review Date: May 2026

Reviewed: May 2026



