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Purpose

Thecounciliscommittedtobeingtransparentabouthowitcollectsand usesthe personaldata of staff,
andto meeting our data protection obligations. This policy sets out the council's commitment todata
protection, andyourrightsand obligationsinrelationto personaldatainline withthe GeneralData
Protection Regulation (GDPR)andthe DataProtection Act2018 (DPA).

Thispolicyappliestothe personal data of currentand former job applicants, employees, workers,
contractors, andformeremployees, referredto as HR-related personaldata. Thispolicydoesnot apply
tothe personaldatarelatingtomembers of the public orother personaldataprocessedfor council
business.

The councilhas appointed[name andjobtitle]asthe person with responsibilityfor data protection
compliance within the council. Questions aboutthis policy, orrequests for furtherinformation, should
be directed to them.

Definitions

"Personaldata"isanyinformation thatrelatesto alivingpersonwho can beidentified fromthat data(a
‘data subject’) onits own, orwhentaken togetherwith otherinformation. Itincludes both automated
personaldataand manualfiling systemswhere personaldata are accessible according tospecific
criteria.ltdoesnotincludeanonymised data.

“Processing” isany usethatis made of data, including collecting, recording, organising,
consulting, storing, amending, disclosing or destroyingit.

"Specialcategoriesof personaldata” meansinformationaboutanindividual'sracial orethnic origin,
political opinions, religious or philosophical beliefs, trade union membership, health, sex life or sexual
orientation and genetic or biometric data aswellas criminal convictions and offences.

"Criminalrecords data" meansinformation aboutanindividual's criminalconvictions and offences,
andinformation relating to criminal allegations and proceedings.

Data protection principles

Thecouncilprocesses HR-related personaldatain accordancewiththe following data protection
principles the council:

e processes personaldatalawfully, fairlyandinatransparentmanner

e collects personal data only for specified, explicit and legitimate purposes

e processes personaldataonlywhere itisadequate, relevantand limited towhatis
necessary for the purposes of processing

e Kkeepsaccuratepersonaldataandtakesallreasonable stepstoensurethatinaccurate
personal dataisrectified or deleted without delay
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e keepspersonaldataonlyforthe period necessaryforprocessing
e adoptsappropriate measurestomake surethatpersonaldatais secure, and protected
againstunauthorised orunlawful processing,and accidentalloss, destructionordamage

Thecouncilwilltellyou ofthe personaldataitprocesses, thereasonsfor processingyourpersonal data,
howwe use such data, how longwe retainthe data, and the legal basisfor processingin our privacy

notices.

The councilwillnotuseyour personaldataforanunrelated purposewithouttellingyou aboutit and the
legalbasisthatweintendto rely onfor processingit. The councilwillnotprocessyour personaldataifit

doesnot have alegal basisforprocessing.

Thecouncilkeepsarecord of our processing activitiesinrespect of HR-related personaldatain
accordancewith the requirements of the General Data Protection Regulation (GDPR).

Processing
Personaldata

Thecouncilwill processyourpersonaldata (thatis notclassed as special categories of personal data)

forone ormore ofthefollowingreasons:

e itisnecessaryforthe performance of a contract, e.g., your contract of employment (or
services);and/or

e itisnecessarytocomplywithanylegalobligation; and/or

e itisnecessaryforthe council’s legitimate interests (or for the legitimate interests of a third party),
unlessthereisagood reasonto protectyour personal datawhich overridesthose legitimate
interests;and/or

e itisnecessaryto protectthe vitalinterests of a data subject oranother person; and/or

e itisnecessaryforthe performanceifataskcarried outinthe publicinterestorinthe
exercise of official authorityvestedinthe controller.

Ifthe council processes your personal data (excluding special categories of personal data) in line with
one ofthe above bases, itdoes notrequire your consent. Otherwise, the councilis required to gainyour
consentto processyourpersonaldata.Ifthe councilasksforyourconsentto process personaldata,
thenwewill explainthereasonfortherequest. Youdonotneedto consentorcan withdraw consent

later.

The councilwillnotuseyour personaldata foranunrelated purposewithouttellingyou aboutit andthe

legalbasisthatweintendtorelyonforprocessingit.

Personal datagathered duringthe employmentis held inyour personnelfile in hard copy and
electronicformatonHRandIT systems and servers. The periods forwhichthe councilholdsyour HR-
related personal data are contained in our privacy notices to individuals.
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Sometimesthe councilwillshareyourpersonaldatawith contractorsandagentsto carryoutour
obligationsunderacontractwiththeindividualorforourlegitimateinterests. Werequirethose
individuals or companiesto keep your personal data confidential and secure and to protectitin
accordancewith Data Protectionlaw and our policies. They are only permitted to process that data forthe
lawfulpurposeforwhichithasbeenshared andinaccordancewith ourinstructions.

The councilwillupdate HR-related personaldata promptly if you advise thatyourinformation has
changed orisinaccurate. You may be required to provide documentary evidencein some

circumstances.

Thecouncilkeepsarecord of our processing activitiesinrespect of HR-related personaldatain
accordancewith the requirements of the General Data Protection Regulation (GDPR).

Special categories of data

The councilwill only process special categories of your personal data (see above) on the following basis

in accordance with legislation:

e whereitisnecessaryforcarryingoutrights and obligations under employmentlawor a
collective agreement;

e whereitisnecessarytoprotectyourvitalinterests orthose of another personwhereyou are
physically orlegallyincapable of givingconsent;

e whereyouhave madethedatapublic;

e whereitisnecessaryforthe establishment, exercise ordefence of legal claims;

e whereitisnecessaryforthe purposesofoccupationalmedicine orforthe assessment of
your working capacity;

e whereitis carried out by a not-for-profit body with a political, philosophical, religious or trade
unionaimprovidedtheprocessingrelatestoonlymembers orformermembers provided
thereisnodisclosureto athird partywithoutconsent;

e whereitisnecessaryforreasonsforsubstantialpublicinterestonthebasisof lawwhichis
proportionatetothe aimpursued andwhich containsappropriate safeguards;

e whereisitnecessaryforreasons of publicinterestinthe area of public health; and

e whereisitnecessaryforarchiving purposesinthe public interest or scientific and historical
researchpurposes.

Ifthecouncilprocesses special categories ofyourpersonaldatainlinewithoneofthe above bases,it
doesnotrequireyourconsent.nothercases, thecouncilisrequiredtogainyourconsent toprocess
yourspecial categories of personaldata. Ifthe council asks foryourconsentto process aspecial
category of personal data, thenwewill explainthe reasonforthe request. You do not haveto consent or
canwithdraw consent later.

Individual rights

Asadatasubject,you have anumber of rightsin relationtoyour personaldata.
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Subjectaccessrequests

Youhavetherightto make a subjectaccessrequest.Ifyou make asubjectaccessrequest, the council
will tell you:

e whetherornotyourdatais processed and if sowhy, the categories of personal data
concernedandthe source ofthe dataifitis notcollected fromyourself;

e towhomyourdataisormaybedisclosed,includingtorecipientslocated outsidethe
European Economic Area (EEA) and the safeguardsthatapplytosuchtransfers;

e forhowlongyourpersonaldatais stored (orhowthat periodisdecided);

e yourrights to rectification or erasure of data, or to restrict or object to processing;

e yourrighttocomplaintothe Information Commissionerifyou thinkthe councilhasfailedto
complywithyourdataprotectionrights; and

e whetherornotthe council carries outautomated decision-making and the logic involved in any
such decision-making.

The councilwill also provide you with a copy of your personal data undergoing processing. This will
normally beinelectronic formifyou have made arequestelectronically, unlessyou agree otherwise.

Ifyouwant additional copies, the councilmay charge afee, whichwillbe based onthe administrative cost
tothe council of providingthe additional copies.

Tomake asubjectaccessrequest,youshouldsend therequesttothe Clerk or Chairmanofthe
Council.Insome cases, the councilmayneedto askforproof ofidentification before the request canbe
processed. The councilwillinformyou ifwe need toverifyyouridentity and the documents werequire.

Thecouncilwillnormally respondto arequestwithinaperiod of one monthfromthedateitis received.
Wherethe councilprocesseslarge amounts ofyourdata, this maynotbe possible within one month. The
councilwill write toyou within one month of receivingthe original requesttotell you if this is the case.

Ifasubjectaccessrequestis manifestlyunfoundedorexcessive, the councilisnotobligedto comply
withit. Alternatively, the council can agree to respond but will charge afee, which willbe basedonthe
administrative cost ofrespondingtotherequest. Asubjectaccessrequestislikelyto be manifestly
unfounded orexcessive whereitrepeatsarequesttowhichthe councilhasalready responded. Ifyou
submitarequestthatis unfoundedorexcessive, the councilwill notifyyouthat thisisthe case and
whetherornotwewillrespondtoit.

Otherrights

Youhave anumberofotherrightsinrelationtoyour personaldata. Youcanrequirethe councilto:

o rectify inaccurate data;
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e stopprocessingorerase datathatisnolongernecessaryforthe purposesof processing;

e stop processingorerase dataifyourinterests override the council's legitimate grounds for
processingdata(wherethecouncilreliesonourlegitimateinterestsasareasonfor
processing data);

e stopprocessingorerasedataifprocessingisunlawful;and

e stopprocessingdataforaperiodif dataisinaccurate orifthereisadispute aboutwhether or not
yourinterests override the council's legitimate grounds for processing data.

e complaintothelnformation Commissioner. Youcandothisbycontactingthelnformation
Commissioner’s Officedirectly. Fullcontactdetailsincludingahelpline numbercanbe
found on the Information Commissioner’s Office website (www.ico.org.uk).

Toaskthecounciltotake anyofthese steps, youshould send therequesttothe Clerkor Chairman of the
Council.

Data security

The counciltakesthe security of HR-related personal data seriously. The councilhasinternal policies
and controlsinplaceto protect personaldataagainstloss, accidentaldestruction, misuse or
disclosure,andtoensurethatdataisnotaccessed, exceptbyemployeesinthe proper performance
of their duties.

Wherethe councilengagesthird partiesto process personaldataonourbehalf, such partiesdo so on
the basis ofwritteninstructions, are undera duty of confidentialityand are obliged to implement
appropriatetechnical and organisational measures to ensure the security of data.

Databreaches

Thecouncilhaverobustmeasuresinplacetominimiseand preventdatabreachesfromtaking place.
Shouldabreach of personaldataoccurthe councilmusttake notes and keep evidence of thatbreach.

Ifyou are aware of adatabreachyou mustcontactthe Clerkor Chairmanofthe Councilimmediatelyand
keep anyevidence,youhaveinrelationtothebreach.

If the council discovers that there has been a breach of HR-related personal data that poses arisk to the
rights and freedoms of yourself, we will report it to the Information Commissioner within 72 hours of
discovery. The councilwillrecord all databreachesregardless of theireffect.

Ifthebreachislikelytoresultina highrisktotherightsand freedomsofindividuals, wewilltellyou that
there has been abreach and provide you with information aboutits likely consequences and the
mitigation measures we have taken.

Internationaldatatransfers

The councilwillnottransfer HR-related personal datato countries outside the EEA.
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Individualresponsibilities

You areresponsible for helpingthe councilkeep your personal data up to date. You should let the council
know if data provided tothe councilchanges, forexample ifyou move to anew house or change your
bank details.

Everyonewhoworks for, or on behalf of, the councilhas some responsibilityforensuring datais
collected, stored and handled appropriately, in line with the council’s policies.

You may have accesstothe personaldata of otherindividuals and of members ofthe publicinthe
course ofyourworkwiththe council. Wherethisisthe case, the councilreliesonyoutohelp meet our
dataprotectionobligationsto staffand members ofthe public. Individualswhohave accessto personal
data are required:

e toaccessonlydatathatyou have authoritytoaccess and onlyfor authorised purposes;

e nottodisclose dataexcepttoindividuals (whetherinside or outside the council) who have
appropriate authorisation;

e tokeepdatasecure(forexample bycomplyingwithrulesonaccesstopremises,computer
access, including password protection, lockingcomputer screens when away from desk,
andsecurefile storage and destructionincludinglockingdrawers and cabinets, notleaving
documents on desk whilst unattended);

e nottoremovepersonaldata, ordevicescontainingorthatcanbeusedtoaccesspersonal
data, fromthe council's premises without prior authorisation and without adopting
appropriate security measures (such as encryption or password protection) to secure the
data and the device; and

e nottostorepersonaldataonlocaldrivesoronpersonaldevicesthatare usedforwork
purposes.

e tonevertransferpersonaldataoutsidethe European Economic Areaexceptincompliance
with the law and with express authorisation fromthe Clerk or Chair of the Council

e toaskforhelpfromthecouncil’sdataprotectionleadif unsure aboutdata protectionorif you
notice apotentialbreach orany areas of data protection or securitythat can be improved
upon.

Failingto observethese requirements mayamounttoadisciplinary offence, whichwill be dealt with
underthecouncil'sdisciplinary procedure. Significantor deliberate breaches ofthis policy, such as
accessingpersonaldatawithoutauthorisationoralegitimatereasontodo so or concealingor
destroying personaldata as partof a subjectaccessrequest, may constitute gross misconduct and
could lead to dismissal without notice.

Training

The council provides training to allindividuals about their data protection responsibilities.
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Ifyourrolesrequireyouto haveregularaccessto personaldata, oryou are responsible for
implementingthispolicy orrespondingtosubjectaccessrequestsunderthis policy, youwill receive
additionaltrainingto help you understandyourduties and howto complywiththem.

Thisisanon-contractual policy and procedure whichwillbereviewed fromtimetotime.

Adopted by Bishop Monkton Parish Council on: 23rd October 2024
Next Review Date: May 2026
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