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1. Introduction

Bishop Monkton parish councilrecognisestheimportance of effective and secure
informationtechnology (IT) usage in supportingits business, operations and
communications.

This policyoutlinesthe guidelines andresponsibilitiesforthe appropriate use of IT
resources bycouncilmembers,employees,volunteers, and contractors.

2. Scope

This policy appliestoallindividuals who use Bishop Monkton parish council's IT
resources, including computers, networks, software, devices, and data.
Resourcesinclude accessto.gov.ukemailaddressesandanyassociated digital
storage.

3. AcceptableuseofITresources

Bishop Monkton parish council IT resources, where provided, are to be used for
official council-related activities and tasks. Personal use should be limited and
should notinterfere with Bishop Monkton parish councilwork responsibilities.

Allusers mustadhereto ethical standards, respect copyright and intellectual
propertyrights,and avoid accessinginappropriate or offensive content.

4. Device and software usage
Where possible, authorised devices, software, and applications will be provided by
the Bishop Monkton parish councilforwork-related tasks.

Unauthorised installation of software on authorised devices, including personal
software, is strictly prohibited due to security concerns.

5. Datamanagement and security
Allsensitive and confidential Bishop Monkton parish councildata should be stored
andtransmitted securely using approved methods.

Regular data backups should be performed to prevent data loss, and secure data
destruction methods should be used when necessary.
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6. Network and Internet usage
Downloading and sharing copyrighted materialwithout properauthorisationis
prohibited.

7. Emailcommunication

Emailaccounts provided by Bishop Monkton parish councilare for official
communicationonly. Emailsignatures should be used and emails should be
professionalandrespectfulintone.

Be cautious when opening emailattachments or clickingon links to prevent phishing
and malware threats.

8. Password and account security

Bishop Monkton parish councilusersareresponsible formaintainingthe security of
their accounts and passwords. Passwords should be strong and not shared with
others.

Regularpassword changes are encouragedto enhance security.

G.Mobiledevices and remote work
Mobile devices provided by Bishop Monkton parish councilshould be secured with
passcodesand/orbiometric authentication.

10. Reporting security incidents
Allsuspected security breaches orincidents should be reported immediately to the
designated IT point of contactforinvestigation and resolution.

11. Training and awareness

Bishop Monkton parish councilwill provide regularaccesstoresourcesto educate
usersaboutlTsecuritybestpractices, privacyconcerns, and technology updates.
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12. Compliance and consequences
BreachofthisIT policy mayresultinthe suspension of IT privileges and further
consequences as deemed appropriate.

13. Policy review

This policy will be reviewed annually to ensure its relevance and effectiveness.
Updates maybe madetoaddressemergingtechnologytrends and security
measures.

14. Contacts
ForIT-related enquiries orassistance, users can contactinthefirstinstance, Cllr
Steve Oliver.

Allstaffand councillors areresponsibleforthe safetyand security of Bishop
Monkton Parish Council’sITresources. ByadheringtothisITpolicy, Bishop Monkton
parish councilaimsto create asecure and efficientIT environmentthat supports its
functions.
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