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Purpose

Thecounciliscommittedtobeingtransparentabouthowitcollectsand usesthe personaldata of staff,
andto meeting our data protection obligations. This policy sets out the council's commitment todata
protection,andyourrightsand obligationsinrelationtopersonaldatainline withthe GeneralData
ProtectionRegulation (GDPR)andthe DataProtection Act2018 (DPA).

This policy appliestothe personal data of current and former job applicants, employees, workers,
contractors, andformeremployees, referredto as HR-related personaldata. Thispolicydoesnot apply
tothepersonaldatarelatingtomembers ofthe public orother personaldataprocessedfor council
business.

Thecouncilhas appointed[name andjobtitle]asthe person withresponsibilityfor data protection
compliance within the council. Questions aboutthis policy, orrequestsforfurtherinformation, should
be directed to them.

Definitions

"Personaldata"is anyinformationthatrelatestoalivingpersonwho canbeidentified fromthat data(a
‘data subject’) onits own, orwhentakentogetherwith otherinformation. Itincludes both automated
personaldataand manualfiling systemswhere personaldata are accessible according tospecific
criteria.ltdoesnotincludeanonymised data.

“Processing” isanyusethatis made of data, including collecting, recording, organising,
consulting, storing, amending, disclosing or destroyingit.

"Specialcategoriesof personaldata” meansinformationaboutanindividual'sracial orethnic origin,
political opinions, religious or philosophical beliefs, trade union membership, health, sex life or sexual
orientation and genetic orbiometric data aswellas criminalconvictions and offences.

"Criminalrecordsdata" meansinformation aboutanindividual's criminal convictions and offences,
andinformationrelatingto criminal allegationsand proceedings.

Data protection principles

ThecouncilprocessesHR-related personaldatainaccordancewiththe following dataprotection
principles the council:

e processes personaldatalawfully, fairlyandinatransparentmanner

e collects personal data only for specified, explicit and legitimate purposes

e processespersonaldataonlywhere itisadequate, relevantand limited towhat is
necessary for the purposes of processing

e Kkeepsaccuratepersonaldataandtakesallreasonable stepstoensurethatinaccurate
personal datais rectified or deleted without delay
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e Kkeepspersonaldataonlyforthe period necessaryforprocessing
e adoptsappropriate measurestomake surethatpersonaldatais secure, and protected
againstunauthorised orunlawful processing, and accidentalloss, destructionordamage

Thecouncilwilltellyou ofthe personaldataitprocesses, thereasonsfor processingyourpersonal data,
howwe use such data, howlongwe retainthe data, and the legal basisfor processingin our privacy
notices.

The councilwillnotuseyour personal dataforanunrelated purpose withouttellingyou aboutit andthe
legalbasisthatweintendtorely onfor processingit. The councilwillnot processyour personaldataifit
doesnot have alegalbasis forprocessing.

Thecouncilkeepsarecord of our processing activitiesinrespect of HR-related personaldatain
accordancewiththe requirements of the General Data Protection Regulation (GDPR).

Processing
Personaldata

The councilwill processyourpersonaldata(thatis notclassed as special categories of personal data)
foroneormore ofthefollowingreasons:

e itisnecessaryforthe performance of a contract, e.g., your contract of employment (or
services);and/or

e jtisnecessarytocomplywithanylegalobligation;and/or

e itisnecessaryforthe council’s legitimate interests (or for the legitimate interests of athird party),
unlessthereisagood reasonto protectyour personal datawhich overridesthose legitimate
interests; and/or

e jtisnecessaryto protectthe vitalinterests of a data subject oranother person; and/or

e itisnecessaryforthe performanceifataskcarried outinthe publicinterestorinthe
exercise of officialauthorityvestedinthe controller.

Ifthe council processes your personal data (excluding special categories of personal data) in line with
one ofthe above bases, itdoes not require your consent. Otherwise, the councilis required to gainyour
consentto processyourpersonaldata. Ifthe councilasksforyourconsentto process personaldata,
thenwewillexplainthereasonfortherequest. You do notneedto consentorcan withdraw consent
later.

The councilwillnotuseyour personal dataforanunrelated purposewithouttellingyou aboutit andthe
legalbasisthatweintendtorelyonforprocessingit.

Personal data gathered duringthe employmentis held inyour personnelfile inhard copy and
electronicformatonHRandIT systems andservers. The periods forwhichthe councilholdsyour HR-
related personal data are contained in our privacy notices to individuals.
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Sometimesthe councilwillshareyourpersonaldatawith contractorsand agentsto carryoutour
obligationsunderacontractwiththeindividualorforourlegitimateinterests. Werequirethose
individuals or companiesto keep your personal data confidential and secure and to protectitin
accordancewith Data Protection law and our policies. They are only permitted to process that data forthe
lawfulpurposeforwhichithasbeenshared andinaccordancewithourinstructions.

The councilwillupdate HR-related personal data promptly if you advise that yourinformation has
changed orisinaccurate. You may be required to provide documentary evidencein some
circumstances.

Thecouncilkeepsarecord of our processing activitiesinrespect of HR-related personaldatain
accordance withthe requirements of the General Data Protection Regulation (GDPR).

Special categories of data

The councilwillonly process special categories of your personal data (see above) on the following basis
in accordance with legislation:

e whereitis necessaryforcarryingoutrights and obligations underemploymentlawora
collective agreement;

e whereitis necessarytoprotectyourvitalinterests orthose of another personwhereyou are
physically orlegallyincapable of giving consent;

e whereyouhave madethedatapublic;

e whereitisnecessaryforthe establishment, exercise ordefence of legalclaims;

e whereitisnecessaryforthe purposes of occupationalmedicine orforthe assessment of
your working capacity;

e whereitis carried out by a not-for-profit body with a political, philosophical, religious or trade
unionaimprovidedthe processingrelatesto onlymembersorformermembers provided
thereisnodisclosuretoathird partywithoutconsent;

e whereitisnecessaryforreasonsforsubstantialpublicinterestonthebasisof lawwhichis
proportionatetothe aimpursuedandwhichcontainsappropriate safeguards;

e whereisitnecessaryforreasons of publicinterestinthe area of public health; and

e whereisitnecessaryforarchiving purposesinthe public interest or scientific and historical
researchpurposes.

Ifthe councilprocessesspecialcategories ofyourpersonaldatainlinewithoneofthe above bases;,it
doesnotrequireyourconsent.Inothercases, thecouncilisrequiredtogainyourconsent toprocess
yourspecial categories of personaldata. Ifthe council asks foryourconsentto process aspecial
category of personal data, thenwewill explainthe reasonforthe request. You donot havetoconsent or
canwithdrawconsent later.

Individual rights

Asadatasubject,you have anumber of rightsinrelationtoyour personaldata.
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Subjectaccessrequests

Youhavetherightto make a subjectaccessrequest.Ifyou make asubjectaccessrequest, the council
will tell you:

e whetherornotyourdatais processed andif sowhy, the categories of personal data
concerned andthe source ofthe dataifitis not collected fromyourself;

e towhomyourdataisormaybedisclosed,includingtorecipientslocated outsidethe
EuropeanEconomicArea (EEA) andthe safeguardsthatapplytosuchtransfers;

o forhowlongyourpersonaldatais stored (orhowthatperiodisdecided);

e yourrights to rectification or erasure of data, or to restrict or object to processing;

e yourrightto complaintothe Information Commissionerifyouthinkthe councilhasfailedto
complywithyourdata protectionrights; and

e whetherornotthecouncilcarries outautomated decision-makingandthe logic involved in any
such decision-making.

The councilwill also provide you with a copy of your personal data undergoing processing. This will
normally beinelectronicformifyou have made arequestelectronically, unlessyou agree otherwise.

Ifyouwantadditional copies, the councilmay charge afee, whichwill be based onthe administrative cost
tothe council of providingthe additional copies.

Tomake asubjectaccessrequest,youshould sendtherequesttothe Clerkor Chairmanofthe
Council.Insomecases, the councilmayneedto askforproof ofidentification before the request canbe
processed. The councilwillinformyouifwe need toverifyyouridentityand the documents werequire.

The councilwillnormally respondto arequestwithinaperiod of one monthfromthe date itis received.
Wherethe councilprocesseslarge amounts ofyourdata, this maynot be possible within one month. The
councilwillwrite toyou within one month of receivingthe originalrequesttotell you if this is the case.

Ifasubjectaccessrequestis manifestlyunfoundedorexcessive, the councilis notobligedto comply
with it. Alternatively, the council can agree torespond butwill charge afee, which willbe basedonthe
administrative cost ofrespondingtotherequest. Asubjectaccessrequestislikelyto be manifestly
unfounded orexcessive whereitrepeats arequesttowhichthe councilhasalready responded.Ifyou
submitarequestthatis unfounded orexcessive, the councilwill notifyyouthat thisisthe case and
whetherornotwewillrespondtoit.

Otherrights

Youhave anumberofotherrightsinrelationtoyour personaldata. Youcanrequirethe councilto:

e rectify inaccurate data;
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e stopprocessingorerase datathatisnolongernecessaryforthe purposesof processing;

e stopprocessingorerase dataif yourinterests override the council's legitimate grounds for
processingdata(wherethecouncilreliesonourlegitimateinterestsasareasonfor
processing data);

e stopprocessingorerasedataifprocessingisunlawful;and

e stopprocessingdataforaperiodifdataisinaccurate orifthereisadispute aboutwhether or not
yourinterests override the council's legitimate grounds for processing data.

e complaintothelnformation Commissioner. You candothisbycontactingtheInformation
Commissioner’s Officedirectly. Fullcontactdetailsincludingahelpline numbercanbe
found onthe Information Commissioner’s Office website (www.ico.org.uk).

Toaskthe counciltotake anyofthese steps, youshould sendthe requesttothe Clerkor Chairman of the
Council.

Data security

The counciltakesthe security of HR-related personal data seriously. The councilhasinternal policies
and controlsinplacetoprotect personaldataagainstloss, accidentaldestruction, misuse or
disclosure,andtoensurethatdataisnotaccessed, exceptbyemployeesinthe proper performance
of theirduties.

Wherethe councilengagesthird partiesto process personaldataonourbehalf, such partiesdo so on
thebasis of writteninstructions, are underaduty of confidentialityand are obliged to implement
appropriatetechnical and organisational measures to ensure the security of data.

Databreaches

Thecouncilhaverobustmeasuresinplacetominimiseand preventdatabreachesfromtaking place.
Shouldabreach of personaldataoccurthe councilmusttake notes and keep evidence of thatbreach.

Ifyouare aware of adatabreachyou mustcontactthe Clerkor Chairman ofthe Councilimmediatelyand
keep anyevidence, youhaveinrelationtothebreach.

If the council discovers that there has been a breach of HR-related personal data that poses arisk to the
rights and freedoms of yourself, we will report it to the Information Commissioner within 72 hours of
discovery. The councilwillrecord all databreachesregardless of theireffect.

Ifthebreachislikelytoresultina highrisktothe rightsand freedoms ofindividuals, we will tellyou that
there has been abreach and provide you withinformation aboutits likely consequences and the
mitigation measures we have taken.

Internationaldatatransfers

The councilwillnottransfer HR-related personal datato countries outside the EEA.
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Individualresponsibilities

You areresponsible for helpingthe council keep your personal data up to date. You should let the council
know if data provided tothe councilchanges, forexample ifyou move to anew house or change your
bank details.

Everyonewhoworksfor, oron behalf of, the council has some responsibility forensuring datais
collected, stored and handled appropriately, in line with the council’s policies.

You mayhave accesstothe personaldata of otherindividuals and of members ofthe publicinthe
course ofyourworkwiththe council. Wherethisisthe case, the councilreliesonyoutohelp meet our
dataprotection obligationsto staffand members ofthe public. Individualswho have accessto personal
data are required:

e toaccessonlydatathatyou have authoritytoaccess and onlyforauthorised purposes;

e nottodisclosedataexcepttoindividuals (whetherinside or outside the council) who have
appropriateauthorisation;

o tokeepdatasecure(forexample bycomplyingwithrulesonaccesstopremises,computer
access, including password protection, lockingcomputer screens when away from desk,
andsecurefile storage and destructionincludinglockingdrawers and cabinets, notleaving
documents on desk whilst unattended);

e nottoremovepersonaldata, ordevicescontainingorthatcanbe usedtoaccesspersonal
data, fromthe council's premises without prior authorisation and without adopting
appropriate security measures (such as encryption or password protection) to secure the
data and the device; and

e nottostorepersonaldataonlocaldrivesoronpersonaldevicesthatareusedforwork
purposes.

e tonevertransferpersonaldataoutsidethe European Economic Areaexceptincompliance
withthe law and with express authorisation fromthe Clerk or Chair of the Council

e toaskforhelpfromthecouncil’sdataprotectionleadif unsureaboutdataprotection orif you
notice apotentialbreach oranyareas of data protection or securitythat can be improved
upon.

Failingto observetheserequirements mayamounttoadisciplinary offence, whichwillbe dealt with
underthecouncil'sdisciplinary procedure. Significant or deliberate breaches ofthis policy, such as
accessingpersonaldatawithoutauthorisationoralegitimatereasontodo so or concealingor
destroying personaldataas partof asubjectaccessrequest, may constitute gross misconduct and
could lead to dismissal without notice.

Training

The council provides training to allindividuals about their data protection responsibilities.
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Ifyourroles requireyouto haveregularaccessto personal data, oryou are responsible for
implementingthispolicy orrespondingtosubjectaccessrequestsunderthis policy, youwill receive
additionaltraining to helpyou understandyourduties and howto complywiththem.

Thisisanon-contractualpolicy and procedure whichwillbe reviewed fromtimetotime.
Adopted by Bishop Monkton Parish Council on: 23™ October 2024

Next Review Date: May 2026
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